J Forensic Sci, March 2006, Vol. 51, No. 2
doi:10.1111/j.1556-4029.2006.00048.x
Available online at: www.blackwell-synergy.com

Nicola Senin," M.S.; Roberto Groppetti,' Ph.D.; Luciano Garofano,> M.S.; Paolo Fratini,> M.S.; and

Michele Pierni,’ B.S.

Three-Dimensional Surface Topography
Acquisition and Analysis for Firearm

|dentification

ABSTRACT: In the last decade, computer-based systems for the comparison of microscopic firearms evidence have been the subject of con-
siderable research work because of their expected capability of supporting the firearms examiner through the automated analysis of large amounts
of evidence. The Integrated Ballistics Identification System, which is based on a two-dimensional representation of the specimen surface, has been
widely adopted in forensic laboratories worldwide. More recently, some attempts to develop systems based on three-dimensional (3D) repre-
sentations of the specimen surface have been made, both in the literature and as industrial products, such as BulletTRAX-3D, but fundamental
limitations in achieving fully automated identification remain. This work analyzes the advantages and disadvantages of a 3D-based approach by
proposing an approach and a prototype system for firearms evidence comparison that is based on the acquisition and analysis of the 3D surface
topography of specimens, with particular reference to cartridge cases. The concept of 3D virtual comparison microscope is introduced, whose
purpose is not to provide fully automated identification, but to show how the availability of 3D shape information can provide a whole new set of
verification means, some of them being described and discussed in this work, specifically, visual enhancement tools and quantitative measurement
of shape properties, for supporting, not replacing, the firearm examiner in reaching the final decision.
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In firearms identification, experts try to associate evidence bul-
lets or cartridge cases to a suspect weapon. Typically, test spec-
imens are produced by firing the suspect weapon under controlled
conditions; then the toolmarked areas produced on the test am-
munition are compared with those found on the actual evidence
(as an alternative, different evidence specimens are compared if
the firearm is not available).

The underlying assumption is that microscopic shape imperfec-
tions that are peculiar to the firing chamber, barrel, etc., of each
individual weapon are imprinted on the ammunition surface during
firing, thus constituting a signature or fingerprint of the weapon itself.

However, the identification and comparison of such signature
marks are not trivial tasks: pressures and velocities involved in the
physical interaction between the weapon and the ammunition at
firing are subjected to intrinsic variation from shot to shot, thus
resulting in variations of the shape, orientation, and localization of
the signature markings, even for the same combination of firearm/
ammunition type. Moreover, meaningful markings are often mu-
tilated, sometimes even obscured, by other surface shape features,
such as class-characteristic markings, or like random scratches,
bumps, or other types of damage because of postfiring interaction
of the specimen with the environment.

For these reasons, currently, a complete comparison and a suc-
cessful final identification of characteristic shape features can only
be performed by highly skilled and trained examiners, involving a
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very time-consuming process that is generally based on visual
analysis of a pair of specimens at a time, through the careful use of
a comparison microscope.

In the last decade, computer-based systems have been intro-
duced for bringing the competitive advantages of Information
Technology to the domain of firearm identification. The main
benefits that have been exploited so far are concerned with the
capability of storing large amounts of evidence-related digital in-
formation, through the use of databases, and with the capability of
performing large amounts of numerical analysis and processing
tasks on evidence data, thanks to the computational power made
available by computers.

Current mainstream computer-based systems, most notably the
Integrated Ballistics Identification System (IBIS) by Forensic Tech-
nology Inc. (Montreal, Quebec, Canada) (1), are based on digital
imaging; digital images acquired from the specimens under con-
trolled conditions are used for storing evidence-related information
in databases. Support to the comparison process is provided through
powerful digital image analysis and processing techniques.

On the one hand, the choice of adopting a digital format to store
evidence information, in particular two-dimensional (2D) still
images, confers a definite advantage to the documentability and
reproducibility of the results of the firearm identification process.
On the other, it implies an inevitable loss of information if
compared with direct observation of the real specimen through a
microscope, where viewpoint, lighting conditions, orientation,
magnification, etc., can be changed during observation. In turn,
the reduced amount of information available from digital images
places intrinsic limitations to the capabilities of any identification/
comparison technique based on such an approach. These limita-
tions add up to the fundamental problems introduced above
and related to the intrinsic variability of the shape features to be
identified and compared, making the whole problem extremely
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difficult to cope with by means of algorithmic approaches such as
those available currently for digital images.

Thus, if on the one hand the introduction of computer-based so-
lutions seems to bring some more determinism, and thus traceabil-
ity and reproducibility, in an otherwise basically subjective and
qualitative human decisional process such as firearm identification,
on the other, no algorithmic solution available currently seems to be
able to provide the same flexibility of a skilled, knowledgeable
operator, and ultimately achieve comparable results.

For these reasons, current ballistic imaging systems are mostly
used for screening large amounts of evidence data with the pur-
pose of reducing the total amount of candidates to be compared
manually, while expert firearm examiners are still in charge of the
final identification.

More recently, approaches based on three-dimensional (3D)
digital representations of evidence surface topography have begun
to appear, both in the literature, see for example Breitmeier and
Schmid (2), Kinder and Bonfanti (3), and Bachrach (4), and as
industrial products, such as BulletTRAX-3D, again by Forensic
Technology Inc. (1). The introduction of 3D surface topography
solves some of the limitations typical of digital imaging systems,
but raises some new issues to be solved as well. A significant
advantage derives from the reusability of methodologies and tech-
niques originally developed in different, heterogeneous applica-
tion domains, ranging from the studies of large-scale features over
terrain (e.g., orography) to the characterization of microscopic
roughness features on high-precision surfaces in engineering
applications. In particular, the scale of the shape features to be
acquired in ballistic fingerprinting makes the technical solutions
developed for the measurement of surface roughness in engineer-
ing applications more suitable to be transferred to ballistic finger-
printing. An overview of the main measurement techniques that
can be adopted to acquire the 3D topography of engineered
surfaces can be found in the work by Sherrington and Smith (5,6).

Once the 3D surface topography has been acquired, there are
many approaches that could be followed in order to investigate
shape properties: to this end, a broad set of techniques for data
analysis and processing is available from the literature (7-11).
Most of these techniques have proven to be useful in several ap-
plication domains including, but not limited to, the mechanical,
biomedical, and textile domains, as documented in some previous
work by the authors (12,13), and thus may be useful for forensic
applications as well.

Cartridge case specimen

Acquired 3D surface
lopography
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Nevertheless, fundamental limitations intrinsic to how shape-
based reasoning is implemented in current computer-based ap-
proaches to digital imaging are present in 3D surface topography
analysis as well. With the main purpose of investigating such is-
sues this work introduces a novel approach and prototype system
to support firearm identification, based on 3D surface topography
acquisition and analysis: advantages and disadvantages related to
the availability of 3D surface shape information-pertaining evi-
dence are discussed, analyzed, and compared with digital imaging
techniques, with particular reference to cartridge cases.

Bearing in mind the fundamental limitations intrinsic to current
algorithmic approaches for reasoning over shape-related informa-
tion, the proposed approach does not aim to replace the firearm
examiner in the identification process; instead, it proposes itself as
a tool for supporting the firearm examiner in his/her decisional
process. The 3D virtual comparison microscope is introduced as a
tool that the examiner can use to compare two specimens through
their virtual 3D reconstructions, featuring several solutions
for visual enhancement and quantitative measurement of surface
shape data.

3D Surface Topography Acquisition, Analysis System
Architecture, and Implementation

System Architecture Overview

The main functional components of the general purpose system
introduced in this work for 3D surface topography acquisition and
analysis are shown in Fig. 1, while being applied to an example
firearm identification process based on cartridge case analysis.
The same system architecture would be suitable for application to
the analysis of other surfaces in forensic applications (bullet sur-
faces, toolmarks, etc.) and beyond.

In the proposed architecture, the acquisition subsystem encap-
sulates the actual measurement instrument: its role consists in ac-
quiring 3D surface topography information through a set of
measurements on the specimen surface and in providing the ac-
quired 3D surface topography in a format that is compatible with
the subsequent topography analysis processes.

The analysis subsystem is a general-purpose topography anal-
ysis application that is capable of performing a wide range of data
manipulation and analysis operations in order to evaluate 3D sur-
face topography properties; in the specific domain of firearm

Analysis
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FIG. 1—Three-dimensional surface topography acquisition and analysis system architecture. Application to firearm identification based on cartridge case

topography analysis.
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identification through ballistic fingerprinting such a system would
be oriented toward performing specialized analysis tasks that may
be meaningful to the firearm identification process.

In the proposed architecture, the acquisition and analysis
subsystems are purposedly kept physically separate: the archi-
tecture is designed to support acquisition subsystem interchange-
ability in order to overcome the measurement limitations that
are intrinsic to any specific measurement instrument that may
be embedded in the acquisition subsystem, as illustrated in the
following section.

The Acquisition Subsystem

The topography acquisition capabilities for the proposed archi-
tecture are very much dependent on the measurement instrument
adopted: instruments may differ in resolution, range of measure-
ment, acquisition technique, size of the measurable specimens,
allowed specimen material, and surface properties. In the specific
domain of firearm identification, specimens generally constitute
(but are not limited to) either bullets or cartridge cases. Most sur-
face measurement instruments approach the surface from a pre-
defined direction (e.g., from the top), and thus only have access to
portions of the specimen (e.g., the above part); this may be suit-
able for roughly planar surfaces, such as the base of a cartridge
case, while bullet-side surfaces and cartridge-side surfaces, being
characterized by round shapes, may require special solutions to be
properly acquired (typically, rotating fixtures). Cartridge base sur-
faces, on the other hand, are difficult to measure for other reasons:
for example, they are often characterized by large height drops
(e.g., firing pin impression) and almost vertical surfaces (e.g., the
gap that separates the primer from the remaining part of the base,
on the surface of the cartridge case). Additional issues arise from
the fact that both large-scale shape features (e.g., primer, firing pin
impression, ejector pin signature) and small-scale shape features
(e.g., breech face marks, tiny scratches, and bumps inside the fir-
ing pin impression and so forth) need to be acquired at the same
time for successful firearm identification. All the issues listed
above give rise to demanding requirements for the measurement
instrument to be adopted, in terms of resolution, range, and ca-
pability of measuring hardly accessible surfaces. Such require-
ments are typically difficult to fulfill at the same time and by a
single measurement instrument. The problem becomes even more
complex because two additional requirements for the measure-
ment instrument must be considered as well: the surface of the
specimen should be subjected to minimum alteration while being
measured, which rules out most contact-based measurement so-
lutions, and topography acquisition time should be kept to the
minimum, which is a fundamental issue when a large number of
specimens need to be acquired for direct firearm identification or
for storage in a database.

All the issues listed above make the choice of a proper 3D to-
pography acquisition measurement instrument a difficult task, and
also explain why digital imaging is currently the preferred choice
for 2D surface data acquisition in firearm identification. Digital
imaging is a noncontact technique, it allows for a high horizontal
resolution, mostly thanks to the magnification power of light, to-
gether with respectable measurement ranges, and most of the sur-
face topography is acquired by a single shot (except the undercuts,
of course), which leads to significant time saving. However, dig-
ital imaging acquisition processes have limitations that are intrin-
sic to their 2D nature, as mentioned briefly in the introduction, and
as explained later in the text.

Going back to 3D surface topography, the selection of a proper
measurement solution is currently an unresolved problem. In the
next section, an example acquisition subsystem is introduced that
does not represent a final solution to the problems illustrated
above, but at least illustrates how some of the problems listed
above can be dealt with. Once again, it is important to point out
that the proposed architecture suggests an approach to topography
data analysis and manipulation that is independent of the meas-
urement instrument, and thus, the system illustrated in the fol-
lowing should be considered only as one of the many options
available for acquiring topography data, and not necessarily the
best one.

A Prototype Acquisition Subsystem

A prototype acquisition subsystem was developed at the De-
partment of Industrial Engineering, University of Parma, with the
cooperation of the SM s.r.l. company (Torino, Italy) (see Fig. 2).
The acquisition subsystem is equipped with a commercial sensor
based on laser conoscopic holography (14) for noncontact meas-
urement. The sensor is capable of measuring the distance of a
point located under the spot of the laser beam; in order to acquire a
complete 3D topography, the specimen is translated under the
sensor by means of a computer-controlled x—y table, so that a se-
quence of points can be acquired by scanning along the lines of a
rectangular grid pattern (raster scanning). The system has been
developed as a general-purpose surface topography measurement
device, and it has already been applied to several surface charac-
terization tasks, in various engineering domains. The current pro-
totype can operate with different submicrometric vertical
accuracies, in a millimetric vertical measurement range, depend-
ing on the lens assembly attached to the sensor; horizontal accu-
racy, which depends on the characteristics of the x—y table, is
submicrometric as well. The system is currently capable of ac-
quiring planar specimens only; however, the development of an
additional rotating fixture to allow for the measurement of round
surfaces is in progress.

SPTIMET

FIG. 2—Prototype three-dimensional surface topography acquisition
system equipped with a laser conoscopic holographic sensor and computer-
controlled x—y table for precise positioning of the specimen.
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Formal Encoding of 3D Surface Topography

As stated previously, the main strength of the proposed archi-
tecture is the capability of supporting acquisition subsystem in-
terchangeability. In order to enforce this, a common format to
represent 3D surface topography data provided by the measure-
ment instrument must be adopted. The proposed format is illus-
trated in Fig. 3, where 3D surface topography is represented by a
set of points defined by three scalar coordinates in a Cartesian
reference system.

With reference to Fig. 3, surface topography data are stored as a
set of N, x N, points arranged in an x—y grid with uniform A,, A,
spacing. Given this assumption, the x,y and z coordinates of the
ijth sample can be defined as follows:

xi=Aci, yi=Aj, oz =z(x,y) = z[i.j] (1)
withi ={0,1,2,...,N, — 1} and j = {0,1,2,...,N, — 1}

Uniform spacing is the strongest assumption adopted by the
proposed representation as it gives rise to an array of important
consequences: first, surface topography data encoded as such can
be conveniently stored in a 2D matrix of z coordinates, the x and y
coordinates being retrievable by knowing matrix indices and uni-
form sample spacing (see equation (1)); second, uniform x—y
spacing makes the proposed representation formally equivalent
to the representation of a digital image (where the RGB value of
each pixel is stored in a cell of a 2D matrix, which can be retrieved
through proper indices); and the formal equivalence with digital
images opens up a wide array of possibilities for data analysis and
processing, as will be illustrated in a later section.

The assumption of uniform x—y spacing also has some draw-
backs, starting from the fact that geometric undercuts or vertical
surfaces (i.e., aligned with the z coordinate) cannot be represented,
as no more than a single z value can be stored for a given pair of x—
y coordinates: this may not be a serious problem in firearm iden-
tification, given that most of the current measurement solutions
are not capable of detecting such cases anyway, and also given
that most signatures on cartridge cases and bullets are either the
product of the bullet/cartridge manufacturing process, or the prod-
uct of mechanical interaction between the bullet/cartridge and

FIG. 3—Formal representation of three-dimensional surface topography:
rectangular region of N, x N, samples, with uniform A,, A, sample spacing.
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firearm parts during the firing of the firearm, or the product of
subsequent damage of the specimen, all phenomena that are not
likely to produce such geometric entities.

The most critical issues related to uniform spacing arise when
planning the sampling strategy, as illustrated in the next section.

Sampling Issues in Acquisition

Horizontal sampling resolution is dependent on the require-
ments for the shape to be acquired. For the proposed formalism,
the Nyquist criterion could be rephrased to state that sample spac-
ing should be smaller than half the minimum size of the smallest
shape feature to be acquired. However, as the horizontal spacing
between samples decreases, the amount of samples needed to
cover the same surface area increases, which may have repercus-
sions on acquisition time span, on the memory required to store
the acquisition data and on the mathematical tractability of the
acquired set of samples. As an alternative, the region to be ac-
quired could be reduced in order to keep the overall number of
acquired samples constant; however, the potential loss of mean-
ingfulness and representativeness of the acquired region should be
considered as well.

The problem of identifying the proper horizontal resolution and
range for topography acquisition is fundamentally a process plan-
ning problem, which should be dealt with in terms of goals (ac-
quire meaningful information concerning specific relevant shape
features) and constraints (limitations intrinsic to the measurement
system of choice, time requirements, memory requirements, etc.).

The sampling problem in firearm identification is conceptually
summarized in Fig. 4 for a cartridge case bottom surface: different
regions (e.g., as shown in Fig. 4a, firing pin impression, extractor
signature, ejector pin signature, breech face marks on the primer,
etc.) may need to be sampled at different resolutions (see Fig. 4b)
in general or as a consequence of other analysis results. Nonuni-
form sampling would solve this problem; however, the resulting
nonuniform grid of sample points would be significantly more
difficult to manipulate and to analyze with most of the known al-
gorithms (see also “The Analysis Subsystem”). On the other hand,
with uniformly spaced sampling, either an optimal horizontal res-
olution is identified, which allows for the acquisition of all the
significant surface shape features in a reasonable time span, or
multiple passes at different resolutions need to be performed. In
case the approach of performing multiple acquisitions is chosen,
the planning problem becomes the problem of identifying the op-
timal number of passes, and the localization and resolution for
each one of them (see Fig. 4b).

Similar considerations can be made for vertical resolution and
range as well. Sensors characterized by high resolution usually
have a limited range, and vice versa; this is often a limitation for
firearm identification where some of the signatures that one may
be looking for may be barely denting the surface (and thus re-
quiring high vertical resolution to be measured properly) while
laying at the same time on surface regions characterized by sig-
nificant height drops (and thus requiring a high vertical range to
be reached and acquired completely). A typical example of this
situation can be found in cartridge case analysis, when looking at
the tiny signature marks that may be left by a firing pin at the
bottom of a deep firing pin impression. Again, the planning prob-
lem can be dealt with in different ways: the z axis could be mo-
torized in order to follow the main surface shape (but then the
overall vertical resolution would be a combination of the sensor
resolution and of the z axis resolution), or as an alternative, dif-
ferent sensors (or sensor setups) could be used for preliminary
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(b)

FIG. 4—Multiresolution sampling of cartridge case bottom surface with uniform scanning constraints: (a) localization of some relevant shape features to be

acquired at higher resolution; (b) definition of multiple scanning patterns.

coarse scans and subsequent finer scans in limited regions, which
is the preferred mode of operation for the prototype measurement
system illustrated above.

Finally, some considerations should be made on the selection of
a proper scanning strategy, that is planning the order the samples
should be acquired. Acquisition systems like the prototype illus-
trated above are based on raster scanning, that is sequential ac-
quisition of samples along the lines of a rectangular grid; raster
scanning is the most straightforward strategy to implement, and
the most widely adopted for point-based measurement instru-
ments. Other strategies that may prove to be useful in ballistic
fingerprinting may include radial scanning, adaptive scanning, and
other types of nonsequential scanning: in particular, the multires-
olution sampling strategy introduced above seems particularly
suitable to be paired with an adaptive scanning strategy. However,
this issue needs further investigation.

The Analysis Subsystem

By enforcing a standard encoding formalism for 3D surface
topography data such as the one illustrated above, it is possible to
focus on the development of instrument-independent 3D surface
topography analysis techniques. From the proposed formal repre-
sentation, two additional advantages arise: first, as the proposed
formalism completely encapsulates scale information in the sam-
ple spacing coefficients, it is possible to develop scale-independ-
ent techniques for topography data analysis and manipulation;
second, as mentioned earlier, as a 2D matrix of sample heights is
formally equivalent in terms of data structure to a digital image,
analysis systems can be developed that work almost indifferently
on 3D surface topography data and on image data, thus widening
the range of possibilities that such tools can provide to the
end user; and also a great deal of algorithms originally developed
for image analysis and manipulation can be transferred with
substantially no effort to 3D surface topography data, thus
widening the available options in terms of data analysis and
manipulation algorithms.

For this reason, the literature on 3D surface topography analysis
for engineered surfaces (7-10) and the literature on digital image
analysis and processing (15) can be merged into a single powerful
approach, aimed toward firearm identification.

A Prototype Analysis Subsystem

Figure 5 shows a prototype analysis subsystem that has been
developed as a general-purpose software framework for 3D sur-
face topography data analysis and processing (12,13). Topography
data can come from different measurement instruments as long as
they are provided in a format that is compatible with the proposed
formalism; the system is capable of handling 3D topography data
or 2D images indifferently, and all the algorithms are scale inde-
pendent. Given the broad range of applications the system has
been designed for, it is provided with a modular architecture that
allows for the integration of additional data analysis and process-
ing modules, often custom tailored according to the specific needs
of each different application domain.

Visual Analysis with 3D Surface Topography
Firearm Identification as a Visual Shape Comparison Process

Firearm identification is a decisional process based on shape
information. By identifying and comparing relevant shape fea-
tures, a human operator with the proper expertise is capable of
assessing with a certain degree of reliability whether or not two
bullets or cartridges case have been fired by the same weapon.
Human operators perform shape identification primarily through
vision: 3D shape is reconstructed through interpretation of light
patterns on different slopes, filtered by commonsense knowledge.
The human vision—-brain system is the most versatile shape anal-
ysis engine available for any application, and firearm identifica-
tion is no exception; however, the result is very qualitative and
subjective.

Direct observation of a physically available specimen is the
most powerful approach available for acquiring shape informa-
tion; when supported by proper tools, it allows for dynamic
change of viewpoint, lighting, focus and resolution, essentially
providing the highest quality shape information for a given spec-
imen, on demand and in real time. In this sense, comparison mi-
croscopes can be seen as visual enhancement tools that do nothing
more than allowing for the best performance of the direct obser-
vation process. The main drawback of direct observation is that
the information acquired in this way cannot be permanently
recorded, which is needed when shape information needs to
be stored for later use (e.g., cartridge case/bullet databases) or
when documentation must be generated to support and explain the
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FIG. 5—Surface topography analysis subsystem: interactive analysis session for the comparison of two primer surfaces.

decisional process that leads to a positive or negative identifica-
tion assessment. Thus, direct observation is usually supported by
the generation of still images (i.e., analog or digital pictures), as
they are the most common solution to record shape information so
that the sensorial experience from direct observation is somewhat
replicated. However, still images have their own limitations: the
immutable choice of viewpoint, lighting, focus, and resolution
reduces the amount of shape information that the single image can
capture and deliver. Such limitations are sometimes very penal-
izing: it is not a rare event that, in case a firearm identification
process has to be repeated, the original specimens are retrieved
and direct observation is performed all over again. However, still
images are currently the main data format used to store shape in-
formation for firearm identification, as for example in databases of
cartridge cases or bullets, for later retrieval and comparison. In
order to reduce the problem of information reliability in still im-
ages, digital pictures are taken in standard and repeatable view-

(a)

point, lightning and focus conditions, as for example in the IBIS
system (1).

3D Surface Topography and Shape Visualization

In order to be able to provide support to visual analysis, a sys-
tem that handles 3D surface topography needs to be able to gen-
erate output that is suitable to stimulate the vision—brain system:
such output may be still images, or “streaming” data to emulate
direct observation of a physically available specimen (which will
be referred to as dynamic images).

Under the premise that surface topography data are stored ac-
cording to the formal representation introduced earlier, still or
dynamic images can be generated by means of many known ren-
dering algorithms. Figure 6 shows the application of a sequence of
rendering techniques for generating a photo-realistic image from a
set of data points acquired from the surface of a cartridge case.

FIG. 6—Photo-realistic image generation through rendering: (a) perspective projection of sample data points; (b) reconstruction of quadrilateral facets; (c) flat
shading with fixed-position light source; (d) smooth shading (Gouraud shading) with fixed-position light source.
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(a)

FIG. 7—Generation of virtual, nonrealistic, images for selective enhancement of surface properties: (a) virtual sectioning; (b) z magnification; (c) height-based

coloring (gray scaled).

By means of rendering it is possible to exert control on many
aspects that are relevant to visual observation: viewpoint, lighting,
magnification, and other factors can be changed by simply acting
on the parameters of the rendering algorithms, and an image re-
flecting the new viewing conditions can be generated in real time.
Thus, most of the aspects of direct observation of a physically
available specimen can be replicated, as long as the amount of
information provided by the surface topography data points is
sufficient.

Moreover, the combined availability of a virtual model and of a
wide array of rendering techniques allows for the generation of
virtual images to enhance a specific aspect of a surface topogra-
phy, images that could never be obtained by direct observation of
the real specimens. Figure 7 shows some examples of this tech-
nique.

In detail, with virtual sectioning (see Fig. 7a), it is possible to
analyze the specimen shape cross-section without actually dam-
aging, or even touching, the real specimen, with proportion mag-
nification (see Fig. 7b), it is possible to enhance artificially one of
the three Cartesian coordinates of the samples (in this case the z
coordinate); and with artificial coloring (7c—gray scaled), it is
possible to assign an artificially chosen colorset to a surface de-
pending on the surface local properties (e.g., local slope, local
height, local curvature, etc.).

Along the same lines, Fig. 8 shows examples of reference ge-
ometry superimposition, where virtual geometrical entities such as
planes, lines, axes, etc., are overimposed to the original surface
topography in order to highlight specific shape properties; for ex-
ample in Fig. 8a a rectangular mesh is superimposed to highlight

the position of the original samples; in Fig. 86 a contour plot is
superimposed with lines at constant height to enhance the per-
ception of z levels on the surface.

Introducing the 3D Virtual Comparison Microscope

Techniques like those described so far allow for a human op-
erator to perform the same visual comparisons that he/she would
perform with a comparison microscope on the real specimens, but
operating on virtual, reconstructed surfaces. Thus, the concept of a
3D virtual comparison microscope can be introduced, where vir-
tual images of the specimens can be placed side by side and com-
pared, essentially replicating the same mode of operation that
would be adopted on a comparison microscope, including the
change of the viewpoint and lighting conditions; with the addi-
tional advantage of the availability of a wide range of visual en-
hancement tools that extend the comparison well beyond what
could be accomplished with a traditional comparison microscope.
Figure 9 shows the reconstructed views of two ejector pin signa-
tures on the rim of two different cartridge cases, placed side by
side to emulate operation on a comparison microscope: in Fig. 9a
the ejector pin signature regions are placed close by and high-
lighted, and in Fig. 9b the ejector pin regions are matched emu-
lating the traditional visual comparison process.

Finally, Fig. 10 shows three primer surfaces being compared
with contour plots for visual enhancement. In this case, contour
plots are used to highlight the overall morphology of the surface
of the primers for a better comparison.

(a)

FIG. 8—Generation of artificially enhanced images by overimposing reference geometry: (a) quadrilateral mesh on sample points; (b) z-level contour plot.

(b)
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(a)

Even though the 3D virtual comparison microscope provides
almost as much freedom as the real comparison microscope for
observing the specimens and also provides additional functional-
ity through artificial enhancing techniques, some important lim-
itations should be taken into account as well. First, the
magnification power of light should not be underestimated: vis-
ual observation of light reflection patterns on the shiny surface of
a real specimen may allow for the identification of tiny shape
features that may not be visible otherwise; this performance may
be difficult to be matched by the available solutions for 3D surface
topography acquisition. Second, while direct observation of the
real specimen benefits from the constant availability of the spec-
imen itself, which means that topography information can be truly
acquired on demand and in real time to fulfil the emergent needs
of the ongoing analysis process, in 3D surface topography analysis
architectures such as the one described in this work, surface to-
pography data are made available through an off-line acquisition
process and thus it can fulfill in real time only the analysis re-
quests that do not seek a resolution that is higher than the original
resolution that the topography was acquired with. This limitation
is because of the performance of current 3D surface topography
data acquisition systems in terms of acquisition time, and may not
be overcome until new techniques are developed.

(b)

FIG. 9—Ejector pin signature comparison: (a) region highlighting; (b) feature-based manual matching.

Quantitative Measurement to Support Firearm Identification
Quantitative Measurement to Enforce Comparison Assessments

Shape comparison through visual perception is an extremely
complex phenomenon to be captured and replicated. It is well
known that the human brain is more capable of perceiving reg-
ularity in some types of shape features than in others: for example,
it is fairly easy to spot planarity errors on a flat surface, or
straightness errors on a segment, while it is more difficult, for
example, to see curvature errors on a surface that has a nominal
curvature already. The same uneven performance can be observed
in how size is perceived: our qualitative assessment works better
for sizes that are within our common sensorial experience, while it
becomes increasingly less accurate for significantly smaller or
larger sizes; size perception is also affected by specific bright and
dark color patterns, so that a bright feature on a darker background
seems larger than the same dark feature on a brighter background.
Finally, size perception is more accurate if a reference for com-
parison is placed nearby in the field of view: it is much easier to
detect small size differences for close-by entities than for entities
that are far away from each other. These are just some examples of
how uneven the performance of the human perception actually is
when assessing and comparing shape and size; good practice when

FIG. 10—Comparison by means of contour plots of three primer surfaces placed side by side.
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(b)

FIG. 11—Main issues in performing quantitative geometric measurements over sampled surface topography: (a) discretization error; (b) reference identification error.

performing visual comparison of shapes for firearm identification
consists in creating the conditions that maximize the performance
of the sensorial experience, which is why, for example, compar-
ison microscopes are designed to place shape features side by side,
in some cases even partially overlapped.

In order to compensate at least partially for the lack of uni-
formity in the performance of visual perception, means for ob-
taining quantitative measures of 3D surface topography shape
features can be introduced; measurement helps reasoning with
sizes and supports shape comparison providing partial compensa-
tion to the pitfalls of visual perception, adding quantitative content
to an otherwise predominantly qualitative and subjective process.

Simple Types of Measurement and Related Issues

Within the domain of 3D surface topography analysis, meas-
urement is to be intended as geometric measurement. The simplest
types of geometric measurement for surface topography data in-
volve concepts that are easy to understand and well accepted for
describing continuous geometry, such as distance, area, and vol-
ume. However, in the discrete realm introduced with the formal-
ism for 3D surface topography defined above, the accuracy of
such measurements strongly depends on sampling resolution. An
example of this dependency is shown in Fig. 11, where measure-
ments must be performed on the impression left by an ejector pin:
in Fig. 11a, the projected area enclosed by the marks left by an
ejector pin is evaluated by adding up the unit areas defined by
adjacent samples belonging to the ejector pin signature region: the
discretization error originates both from the discrete size of the
unit areas that are added up and from the error in selecting which
unit areas do belong to the ejector pin impression.

The latter issue, that is, what samples do belong to a specific
shape feature, can be generalized into the problem of identifying
the geometric entities that act as references for the measurement.
For example, in evaluating the length of a scratch as a distance
between two points, two extreme points bounding the feature
should be located; similarly, in evaluating the area covered by a
depression, the exact depression boundary should be identified
first. The problem of identifying the boundary of a shape feature is
a complex one, both for continuous and discrete geometry, and is
often dealt with by using slope- or height-related information, fil-
tered by specific-domain knowledge. Figure 116 shows the sam-
ple points belonging to the same ejector pin impression marked

with a bright color; the boundary identification was performed
manually: a careful observation of the rendered image shows how
determining the correct boundary may not be an easy task, and the
decision of including/excluding some samples may be considered
quite arbitrary.

A Generalized Take on Measurement

In a general sense, geometric measurement can be seen as the
act of associating one or more scalar quantities to a set of geo-
metric entities with the intent of capturing some properties of such
entities. Under this generalized viewpoint, many mathematical
transforms applied to surface topography samples and resulting in
one or more scalar quantities can be seen as measurement types.

Measurement Through Roughness Parameters

A considerable amount of literature work is available for sur-
face roughness analysis. Roughness has been characterized over
the years, in two dimensions on profiles and in three dimensions
on surfaces, by many quantitative parameters, each one meant to
highlight specific surface properties (7-11).

A large number of parameters can be identified in the current
literature: while those evaluated over profiles (2D parameters) are
almost completely standardized and well known (the most well-
known one being R,, the arithmetic mean deviation of the profile),
3D parameters are still in the process of being completely defined
and standardized. For the most part, 3D parameters are defined to
be general purpose, suitable to be applied to any surface in any
application scenario in order to assess some generic topographical
property of the surface; however, an undefined but growing
number of other parameters is being custom built to address the
requirements of specific application domains.

For general-purpose 3D surface topography analysis, the most
widely adopted parameter sets include amplitude parameters,
aimed at describing properties related to the probability distribu-
tion of surface heights (e.g., S,: the arithmetic mean deviation of
surface heights, which is the 3D counterpart of Ra); spatial pa-
rameters, which address properties that are measurable over the
spatial extension of the surface (e.g., Sus, the density of summits
of the surface, a measure of the density of summits per unit
surface projected area); hybrid parameters, which combine the
amplitude and the spatial properties of a surface (e.g., Saq, the
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FIG. 12—Filtering in the spatial frequency domain by means of the FFT: (a) original topography—portion of the surface of a primer region; (b) low-pass

filtering result; (c) high-pass filtering result.

root-mean-square slope of the surface); and functional parame-
ters, which are meant to be representative of surface properties
that affect its functional interaction with other surfaces (e.g.,
related to wear, friction, lubrication, etc.), parameters that often
rely on the concept of bearing area, the area of a virtual cross-
section that may be obtained by truncating the original surface
topography at a given height (e.g., the parameter Sy;, surface
bearing index, the ratio of the RMS deviation over the surface
height at 5% bearing area).

However, such a wide choice of parameters does not necessar-
ily make it easier to identify measurement types that are mean-
ingful and at the same time applicable to the problem of firearm
identification. The use of roughness parameters to support firearm
identification gives rise to two main criticisms: first, parameters to
be used in surface topography comparison should have enough
discrimination power, meaning that they should be capable of
conveying the differences between two surfaces through their own
values; second, they should be able to provide measurements that
are suitable to characterize overall surface properties as well as
singular, localized, surface shape features, which are often even
more relevant in firearm identification. Unfortunately, known pa-
rameters tend to perform poorly with respect to both these issues:
discrimination power is generally low, as most parameters pro-
duce results that summarize the properties of a surface into a sin-
gle value, and thus they tend to average out local shape differences
in the process, ending up with the same parameter value even for
different surfaces; also, parameters tend to seldom be suitable for
characterizing localized, singular shape features, as for the most
part they are designed to be representative of properties involving
the surface as a whole and lose significance on smaller entities.

In summary, the concept of using a generic mathematical trans-
form on surface topography data in order to obtain a scalar quan-

tity that can be used as a measurement for surface comparison
purposes seems promising for firearm identification through bal-
listic fingerprinting. However, the application of known trans-
forms, such as the parameters introduced by the literature on
roughness analysis, should be performed with caution: existing
parameters should be chosen, or ad hoc parameters should be
created, by looking carefully at their representational and dis-
crimination power for the surface features they are meant to be
applied to.

Data Preprocessing for Measurement

As stated earlier, any transform or sequence of transforms pro-
ducing a single scalar quantity when applied to surface topogra-
phy data can be potentially adopted as a measurement. Other
transforms, although not generating a single scalar directly, could
be used as topography data preprocessing tools to improve the
subsequent applicability of other measurement techniques: filter-
ing techniques are a typical example of this approach. Figure 12
shows FFT-based filtering in the spatial frequency domain for the
surface of a primer: low-pass filtering (Fig. 12b) can be used to
highlight the underlying overall shape of a surface; high-pass fil-
tering (Fig. 12¢) can be used to highlight roughness components
such as scratches, breech face marks, etc.

Another use of data preprocessing techniques is to generate
transforms of the original surface topography that, even if they do
not resemble the actual surface shape any longer, still may be
more suitable to highlight specific properties of the original sur-
faces, and act as a better base for measuring such properties. Fig-
ure 13 shows an example of such a transform: in order to evaluate
the predominant orientation of the breech face marks, the areal
autocorrelation function (AACF) has been evaluated over the
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FIG. 13—Determining the predominant orientation of breech face marks by a sequence of transforms: (a) original surface (region of a primer); (b) auto-

correlation surface; (c) angular spectrum of the autocorrelation function.
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FIG. 14—Normalized cross-correlation applied to the comparison of the central regions of two firing pins impressions.

original surface topography of the primer, and the angular spec-
trum of the AACF has been computed, its maximum values cor-
responding to the predominant orientation of the surface texture.

Cross-Correlation as a Similarity Metric

Cross-correlation is a data-processing technique that can be ap-
plied on two surface topographies in order to provide a quantitative
measure of their similarity. Given the equivalency of the formal
representations for image data and surface topography data, the
technique applied to surface topography is very similar to the one
applied to digital images: shapes are seen as summations of spatial
frequency components and similarity is evaluated in terms of the
amount of overlapping of such components; in normalized cross-
correlation the result can be normalized so that similarity is always
expressed by a value between O and 1. The result of cross-corre-
lation between two surfaces is a surface as well, whose maximum
can be taken as a measure of similarity; the process of applying
normalized cross-correlation to compare the central regions of two
firing pin impressions is illustrated in Fig. 14.

Data Preprocessing for Cross-Correlation

The result of cross-correlation, although invariant with respect
to the relative translation of the two surface topographies being
compared, is sensitive to rotational misalignments, which can be
typically found when acquiring rounded shapes such as cartridge
cases: in this situation, in fact, even though proper fixturing can
minimize the problem, it is reasonable to assume that a slight ro-
tational misalignment will be present notwithstanding. One way to
solve the rotational misalignment problem consists in preprocess-
ing the surfaces in order to obtain invariants to rotation, for ex-
ample, by applying a polar transform on the surface, as shown in
Fig. 15 for an example comparison of two primer surfaces.

Unfortunately, data preprocessing activities such as the polar
transform introduce additional issues to be taken care of: in the
example shown in Fig. 15, a slight misplacement of the pivot point
of the polar transform from the ideal center of the primer surface
may generate errors in the transformed surface that may affect the
results of the comparison. Moreover, the polar transform causes
nonuniform resampling of surface topography data, since regions
that are closer to the pivot point are scanned at much higher an-

Primer n. 1

Normalized

Cross- =

correlation

Primer 1.2 Polar transform

J

Normalized cross-correlation
surface

FIG. 15—Surface preprocessing by means of the polar transform: example comparison of primer surfaces by means of normalized cross-correlation.
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(b)

FIG. 16—Sampling grids applied to the central region of a firing pin impression: (a) grid of a polar transform; (b) grid of a log-polar transform.

gular resolution than regions that are far from it, as shown in Fig.
16a where the sampling grid of a polar transform is overimposed
to the topography of the central region of a firing pin impression.
The polar transform acts as a nonuniform filter for the angular
coordinate in the spatial frequency domain, preserving the high-
resolution features that lie in proximity to the pivot point, while
acting as an increasingly low-pass filter (on the angular coordi-
nate) moving away from it.

As there is no way to eliminate this effect, which is intrinsic to
the polar transform, at least a similar resolution loss can also be
applied in the radial direction so that resolution loss is uniform on
both coordinates: this can be achieved by the log-polar transform
(16) where radial spacing increases together with angular spacing,
moving away from the pivot point (see Fig. 16b). By keeping the
resolution high in proximity to the central region of the viewing
field, while increasingly losing resolution moving away from it,
the log-polar transform is believed to emulate the human vision
system, where maximum resolution is achieved in the fovea re-
gion, while peripheral regions are less important and their content
is filtered out for the most part, for efficient image processing.

In firearm identification, the successful application of such
transform implies some a priori knowledge of the location of
the relevant features, so that the pivot point can be conveniently
centered with respect to them: in the already mentioned example
shown in Fig. 16, it is assumed that the most interesting high-
resolution shape features are located in the central region of the
firing pin impression.

While the polar and log-polar transforms are essentially used to
make cross-correlation invariant to rotational misalignments, the
result may still be influenced by scaling problems, meaning that

two shape features, even though morphologically similar, may
receive a low correlation score only because their size is different.
This problem is relevant to firearm identification, where the size of
some types of impression is characterized by a degree of varia-
bility, even when the specimens have been fired by the same fire-
arm: for example, a firing pin may leave a more or less
pronounced signature on the primer surface depending on slight
variations of the mechanical interactions between the cartridge
case and the firing pin itself, during the firing of the firearm.

One way to solve this problem consists in preprocessing the
surfaces with the Fourier—Mellin transform (17) a sequence of
transform operations that is illustrated in Fig. 17, as it is applied to
the surface topography of a primer. The result of the Fourier—
Mellin transform is a surface that is insensitive to translation, ro-
tation and scale, and thus can be conveniently used for comparison
purposes; the price to pay is that each transform introduces data
loss and error in different forms. Once again, in order for such a
methodology to be really useful to firearm identification, it needs
to be carefully tuned for operation on the specific shape feature it
is meant to be used with.

Selective Comparison Issues

The most important and still unsolved problem in the applica-
tion of cross-correlation to evaluate the degree of similarity of
surface topographies is that in cross-correlation all the samples
belonging to the two surfaces are accounted for, when determining
the final similarity judgment. As each and every sample counts in
the final decision, each shape feature affects the final similarity
result depending on the amount of samples it is made of; thus,

Original FFT-magnitude

FFT-magnitude

Log-polar transform

FIG. 17—Surface preprocessing for cross-correlation by means of the Fourier—Mellin transform.
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Manufacturer signature
mark

Circular mark due to gunshot side
effect

FIG. 18—Shape features affecting cross-correlation results. Left: manufacturer signature imprinted on one of the two primer surfaces being compared; right:
circular shape feature generated by a gunshot on one of the two firing pin impressions being compared.

larger shape features tend to drive the similarity measurement.
Firearm identification practice shows that this may not necessarily
be a good thing: key features that determine a positive identifica-
tion are often tiny signature marks, while large shape features are
often almost completely irrelevant. Examples of this are illustrat-
ed in Fig. 18: Fig. 18a shows two primer surfaces placed side by
side: a very large “v”-shaped impression, highlighted in Fig. 18a,
is the result of a signature mark left by the manufacturer on that
particular cartridge model, and it is completely irrelevant to the
firearm identification process; thus, even though the two primer
surfaces reported in Fig. 18a belong to cartridges that were shot
from the same firearm, cross-correlation would return a low score,
being affected by the manufacturer signature mark. Similarly, Fig.
18b shows two firing pin impressions side by side: one is char-
acterized by a large, circular shape feature (highlighted in Fig.
18b) that has a strong influence on the result of cross-correlation;
however, expert knowledge finds justification for such a feature in
the variability of the mechanical interactions that the cartridge is
subjected to during the firing of the firearm; thus, once again, it is
irrelevant to firearm identification. Also, in this case, the two
specimens reported in Fig. 185 where shot by the same firearm.

It follows that, at least for the examples shown, a successful
application of cross-correlation for evaluating similarity in firearm
identification cannot be performed without having first eliminated
nonrelevant features that may drive the similarity measurement to
wrong conclusions. Unfortunately, this cannot be done without an
in-depth knowledge of the application domain. The problem can
be dealt with in two ways: either the nonrelevant features are
identified and somehow subtracted from the original surface prior
to cross-correlation, or the relevant features are identified and ex-
tracted, and cross-correlation is performed on them. Unfortunate-
ly, both approaches have significant drawbacks: assuming for a
moment that the problem of extracting the relevant (or nonrele-
vant) shape features may be solved, as cross-correlation algo-
rithms usually need regular sets of contiguous samples to operate,
the problem for both approaches would be how to handle the voids
created by the feature extraction process.

Conclusions

3D surface topography can play many relevant roles in firearm
identification through ballistic fingerprinting. Systems based on
3D surface topography can be developed for supporting the visual
comparison process, for example by providing means to generate
virtual still images of the specimens, up to the point of replicating
the entire direct observation process, emulating the operation with
traditional optical comparison microscopes. Furthermore, as im-
ages are generated through simulation, algorithms can also be
adopted for generating artificially enhanced images that go be-

yond the capabilities of optical observation of the real specimen.
Proper combinations of these techniques may provide a valid
contribution to the shape comparison processes that are at the ba-
sis of firearm identification.

In addition to this, systems based on 3D surface topography can
support the firearm identification process by providing means to
make quantitative measurement over shape data: such measure-
ments range from simple and well-established concepts, such as
distance, area and volume, to more generalized approaches, such
as the evaluation of custom-tailored parameters that may act as
discriminators when comparing shapes under the viewpoint of
some particular shape property.

All the concepts introduced and illustrated in this work need
further investigation, especially when considered as an alternative,
or a complement, to ballistic imaging: it is clear that the acqui-
sition of 3D surface topography takes longer than the acquisition
of a digital picture; it is also understood that current technology
for acquiring 3D surface topography has limitations, especially
related to acquisition time, range, and resolution of measurement.
However, the advantages in terms of shape information represen-
tation and storage, and related to the availability of a wide range
of flexible analysis techniques, may eventually compensate such
shortcomings.

Additional considerations should be made on the downsides
related to the introduction of 3D topography in firearm identifi-
cation; as it always happens with novel approaches, potential ad-
vantages come together with additional issues to be solved, and
those issues discussed in this work, related for example to the
applicability of parameters, the meaningfulness of some data
processing and analysis techniques, and so forth, are just the tip
of the iceberg with respect to the whole set of issues that are there
to be analyzed.

The final and most important consideration is related to the
biggest and still unsolved problem concerning automated identi-
fication and comparison of characteristic signature markings,
which holds for both digital imaging and 3D surface-topogra-
phy-based approaches: the capability of capturing the intrinsic
variations of shape, orientation and localization of the signature
markings, which are due to the natural variability of the firearm/
ammunition interaction, even for the same combination of fire-
arm/ammunition types, while still producing consistent identifi-
cations. At the moment, no computer-based solution seems to
constitute a better alternative to a skilled and experienced firearm
examiner.
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